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Design_aecking:
Evaluating RTL code to determine if any
violations exist based on a set of coding rules
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What Problems Do Design Checkers Solve?

v Verification consumes 50-70% of FPGA design
cycles

— Design checking finds and fixes errors earlier in the
design process to reduce costly verification and
other downstream tool iterations later

v Design reuse is essential to meet FPGA design
schedule constraints

— Design checking helps ensure adherence to HDL
coding guidelines essential for efficient reuse
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Design Checking Tenets

Encapsulate Knowledge

» Best Practices

* Reuse Techniques

e Known lIssues

Apply Knowledge

e Understand Design Issues
e Detect & Fix Issues

Share Knowledge

HDL
Checking

e Team Access
e Issue Reports
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Checker Evolution gﬁ
ﬂ'i :

Push as much checking
as possible to the

PSL

SystemC specification phase
: Predictive
Dynamic Analysis
Rules VHDL
_ Style
Static :
Semantics Verilog The beginning
Syntax C

Today’s Focus
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Why Focus on Static Checks?

High] e,

- Static Checkers

Ease of Use
Performance

# of Users

Use Frequency
Interfaced
Engines

Low| | | | | i
| | | | | |

Syntax Style Language Static Rules Gate-Level Engine Driven
Checks

>
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How Fast is Fast Enough?

Design Lines Sec §Ru|es§ Checks/Sec§
Ethernet | 9,823 i 9 | 160 | 174,631 |
Leon uP 14,860 10 160 237,769
PicoJava i 60,751 : 80 i 160 : 121,502

MicroSparc i 139,080 : 290 : 160 i 76,734

" Tests runonaPC: 2 GHz Pentium 4, RAM 1 G, Windows 2000
" Used same set of rules in each test including

" HDL syntax and semantics

" Reuse Methodology Manual ruleset
" Checks/Sec = (Lines * Rules) /Sec (Lines include comments)
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What Types of Checks can be
Performed?

v Standard language & syntax checks
v Good coding practices

v Format & readability

v Downstream tool checks

v Portability/reuse checks

v Cross-language compatibility
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Example Rule Categories

v Allow

v Assignments

v Clocks & Resets
v Complexity

v Conditions

v Configurations
v Declarations

v Directives

v FSM

v Gates

v HDL Syntax & Semantics

v Instances

Moffat
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v Labels

v Naming

v Order

v Partitioning

v Race Conditions
v Ranges

v Registers

v Sensitivity

v Style

v Subprograms
v VITAL



Reuse Methodology Manual Examples

Clocks & Resets |5.4.8.1|Single-Bit Synchronizers Use 2 FF stages to transfer single bits between clock
domains. Label the FFs with distinctive names. Do
not connect combinatorial logic between clock
domains.

Clocks & Resets |5.4.9.1|Multiple-Bit Synchronizers Do not use multiple single-bit synchronizers to
transfer multiple bit fields between clock domains.
Use handshake circuit or multibit coding schemes
(eg Gray code).

Synthesis Coding|5.5.1.1|Infer Registers Use technology-independent RTL style to infer
registers (FFs) for sequential logic. Use the master
reset to initialize the registered signals. Do not
initialize in the declaration (VHDL) or within an
INITIAL block (Verilog).

Synthesis Coding|5.5.2.1|Avoid Latches Avoid inferring any latches unless as instances of
technology-independent D-latch components (eg for
register files, memories, FIFOs etc).

Synthesis Coding|5.5.2.2|Avoid Latches To avoid latch inference: 1) VHDL-assign default
values at start of process, 2)Verilog-assign outputs
for all input conditions, 3)VHDL-ensure final branch
is "else" not "elsif".

Menlor
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Value of Early Detection

v Cost of error detection
Increases further downstream

N v Cost is multiplied if code
‘ i@ | == must be edited and re-verified

for subsequent designs

Reuse Cost
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Understanding the Process

Results Table
@ Run from:

Text Editor
v Graphical Editors

= Mo

P T—

(2)

Add v Design browser
Rulesets v Shell level
to Policy
i Rule Set'
Define Checker

Ruleset | Ryle Set [

(€ & N« N© e N& N« X€ e Ne N« Qe e

Q0o
arameterized Base Rules ;33
9,0000,0009:0000,0000
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Building Custom Rulesets

B> DesignAnalyst 101 x|
File Edit “Wiew Designanalyst Run Tools  Help
ERCE TE R R Y IR
Falders Content of HuleSet : Clocks & Resets [+
& {3 Policies | |Name . |Base Rule Categary |Base Rule Name §

Results

-------- EZ] MM _Policy
Eb@ Team_PFualicy
=l ."ﬁ Team
E|- .@ Diownstream I:he

ﬁ Rule5ets
E| @ Ribdtd
B[ 2 - Basic
[ Eﬂ 3 - Portability
[]—--@a 4 - Clocks & Resets
[ Eﬂ 5 - Synthesiz Coding
P e EE] B - Synthesziz Partitioning
— E| @ Team
B- @ Downstream Checks

: @ Azsignments
@ Clocks & Resets

Wiewpoints

Clock Boundaries

Clack Darnain Mames
Clack Damains

Conditional Resets

Edage Detection

Flip Flop Clocks

nternally Generated Clocks
rnternally Generated Regets
Mixed Clocks Resets

Fezet Logic Function

B R R KR EEE E R

Parameters of Configured Fule : Clock Domains

Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets
Clocks & Resets

Clock Boundaries =
Clock Domain MNarnes

Clock Damains

Conditional Resets

Edge Detection

Flip Flop Clocks

Internally Generated Clocks
Internally Generated Rezets

timed Clocks Resets -

Reset Logiz Function

Farameter

|Va|ue

¥ Mame

Clock Domaing

@ Severity

Error

5% Language

WHOL Any, Werlog Any

¥ Hint

tinimize the number of clock domains within the dezign.

¥ Short Description

Checks the number af clack domainz in the design. [Design-wide]

@ Allowable Mumber OF Domainz

1

?\s@ Hierarchy Level

Al Levels

Ready
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v Create ruleset(s)

v Use search to find
a base rule

v Access online help

v Drag & drop base
rulesets & rules
into your own
rulesets

v Change rule
parameters

v Create policies
that contain
rulesets

v Disable rules

v Lock down &
share rules with
the team
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Examining Results

:
File Edit \-'ie Designanalyst Run Tools  Help u G rou p, fl Ite r, & SO rt resu ItS

o vElssasn | E S0 . vjew only what you want

— = Save the views

Show Objects:

Architectures = Al -
Configurations Mone | [ Match case
[~ Match whole word only
Entilies b v Reqular expression
= Files [ Irwert Filter
Em—: Open HDL Modules hd
— Show objects if i j field cnnlainsl j

= See the code fragment & Msg. [~ —
= Cross reference

= VView message & rule help Erp———

« Disable rules

| »

Jations: 1) RuleSet Faled Total % 1
= k3 WARMING : Reuse - Hard Coded Mumeric Yalues [ltems: 1, Vialations: 2) 2 s o — [I
y — Downstream Checks 2 3 67 §[I
= DACD4_lib, eth_cre, Module [ltems: 2, Violations: 2] Feuse 5 5 100% [I
[=14@ Avaoid using hard coded numernc values such as 32 for literals used in assignment e Style i i 1003 [I
134 Cro <= 32 hiFi; |

135 elze

97 G e a2, = High-level summary

138 else

Avoid uzing hard coded numeric values in asgignment constant values or i | Total S rO I I ed u p th ro u g h g ro u pS

[=1 4@ Avoid using hard coded numeric values such as 32 hFEFEe for likerals

i Tl et e o) = Expand, collapse, & cross-ref

| Wiempoints | Results

|F|eady
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Analyze Results within Text Editor

v Code Browser indicates
errors & warnings

v Violation report
provides navigation

v Code lines highlighted

v Hover help for each
violation

v Step through errors
v Show rule/rule help

v Rerun analysis
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EYEp%
ABab |4 %% B W [ED I D) e 1 » b5l 68Tt I00BE 0| 8
-

Fird Black: 1585

JE -

parameter [Z2:0] // pragms enuwm current state code

| | ﬂl 156Q@
B e — 187@ ine 1536 - ERROR[10M6]: Dowwnatrean - Hard Coded Mumeric Values [814]
155@ Sovoidd using hard coded numeric values such as "[2:0]" for declaring ranges
Blereer Lewalk Ih 159Q of the mutti-bit bus: “idle"
100@ Axoidd using hard coded numeric values in assignment constant values ar i
Top OF Text 1= 191 in vector dimensions.
Brattor OF Text 192Q reg [2:0] /% pragma enum current state code ¥/ current state, next_s
'@ eth_crc3,0.0] 193 /{ pragma state vector current state LI
EHE] cro_drivel7.1.0] 154 I
BFE ports[0,0.0] 155 oo oo 2
L= dion 196 // Mext State Block for machine cntrl op @
- e e 3]
= q[0,0.0] == 4| | |
FE clk]0,0,0]
= clr_int_en[0,0,0] Violations Report for < C:/HDL/Docs/Seminars/DAC_2004/{0emeo/DACO4_libfhdlf = E
HE cef0.0.0] —
= mow(0.0.0] Line 84: ERROR, Awoid using hard coded numeric values such as "[3:0]" for declaring ranges
L= rst{0,0.0] Line 88: ERROR, Awoid using hard coded numeric values such as "[31:0]" for declaring range:
L= wmitt_en[n.0.01] Line 89: ERROR, Output 'CrcError' is never assigned (written to). _
L& clear_flags[0.0.0] Line 91: ERROR, A\fn?d us?ng hard coded numer?c values such as "[31:0]" for declar?ng range:
| enable_wiit=]0.0.0] Line 93: ERROR, Awoid using hard coded numeric values such as "[31:0]" for declaring range:
L@ start xn_wit[D 0] Line 134: ERROR, A\ro?d us!ng hard coded numer?c values such as "32'hiffH" for I?terals used
By = ?1' D'] Line 137: ERROR, Avoid using hard coded nurmeric values such ag "32hifff for literals used 7|
o Line 141: ERROR, Avoid using hard coded nurmeric values such as "[31:0]" for specifying rang 4
L CIk[F"D'D] Line 142: ERROR, Procedural continuous assign staternent may not be synthesizable.
_:L’ Clrr—r"ni—zn[ﬂ'n'n] - Line 186: ERROR, Avoid using hard coded numeric values such as "[2:0]" for declaring range:
‘I |LI—I IIinn 187 FRRNAR  Avnid neina hard caded nonmearie waliies C‘.Ill"hI::lC: "I2-01" far derclarinn r::xnril ¥
== 4 »

0: eth_cre.y J

Falicy TeamPolicy Completed: 16 emors, 1 warnings, 0 notes. Cal: 1

File:: eth_crev RO [Ins [B [N [ Line: 194 7202 |
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View Reports

v EXport Summary report as CSV, TSV, or HTML
v Export Result Table as CSV, TSV, or HTML

v Export rules used in ASCI|

Yiolations: 23

Errors 0
Moteg a
Warnings 23 from 7 Rulels

A | B | ¢
Design Root
Library: Ethernet
Frimary: eth_fifo
Secondary: eth_fifo

Master Clocks clk
Master Fesets rst
Depth: ingle

Mumber of vialations for each scope:

Mumber of violations of each severity

coded munenc values
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Mame: 4.6.2 - [solate Condition rezets

T — 5 ety W arning

Language: WHDL Ay, Werlog sy

File 0 0%
I IHI [ Tu LT lat I:I I:ID_III:-:l
Rule Severity Severity, Ruleset and Rule Library, Design Unit and Scope o 0%
. 0 0%
Warting 0 2.1 - 0 0o
Warnihg General Maming Conwventions - Ethernet, eth fifo, Module Eeset signal "reset” wolates naming convention: us 73 1IIIIII°;;
2.1.9 - Eeset natne prefix 0 0%,
Warning - 2.1 - a 0%
Warning Feneral Maming Conventions - Ethernet, eth fifo, Module Dimension defimtion "[0.DEPTH-11", for "ffa", do
2.1.11 - Descending bus order
Warnihg - 3 - Portabality -
Warning 3.2.1 - Avoid hard- Ethernet, eth_fifo, MModule PR e T
o et lialh Sl e S RuleSet: 4 - Clacks & Resetz/4.6 - Internally Generated Resets
coded numeric values Buie Name: 4.6.2 - [<olate Cordit ,
Warning : 3 - Portability - Eue Har;'u.a.E. dt Sanqe u:tln tior rezets
Warning 3.2.1 - Aveid hard- Ethernet, eth_fifo, Modulg| © 00 o <OnHHENS RS

Hint: If conditional rezetz are uged, izolate into a separate module
Shart Dezcriphion: I conditional resets are used, izolate into a zeparate module
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Assisted Violation Correction

v If a tool knows exactly what the problem is & how to fix it,

then .... ﬁ.?ﬂ‘

v A good percentage of rule violations fit this scenario

v The tool should have modes of — IS ek
. L . Find Replace | Goto |
correction: “do It”, step through | |
Loak. for: |Data j Find Mext
& change, etc. Aeplace Wit [dets ] rindPes
Highlight: — Dptions: Eeplace
Iduring zearch ﬂ W Match case Fepl. Nest
Search in; [ atch whole words Close
IaII ket ﬂ [ Regular expression =
Help
[ In all open documents I~ ‘wirap search
[T Search backwards < Less
[T Search in selection Find 4l
¥ Search in hidden text Feplace Al
[ Set bookmark
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Challenges and Limitations

v Mapping desired design rules into checking tool
— Not always obvious match
— Custom rule creation may be necessary

v Tradeoff between run-time tool performance and
depth of analysis

— Must be fast to be used frequently
— Deep analysis takes longer

v Some rule violations are not detectable by static
analysis techniques
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Summary

v HDL design checking tools save design time by
Identifying errors earlier to avoid costly iterations
downstream

v Design checkers help ensure that HDL code is
reusable from the start

v Key to frequent usage Is high runtime performance
and interactivity
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